Kak 3amTnuTh CBOM cH6epekeHns B BUPTYaJibHOM MUpEe

Ha npotsaxeHun Tekyuwero roga B Pecnyb6nuke benapycb BHOBb HabaoJaeTcAa poCcT Ko/MyecTBa
npecTynneHni B cdepe MHPOPMALMOHHBIX TexHoMorun. [ogaBnstowee 6GOMbIWMHCTBO M3  HUX
COCTaB/IAT XULWEHNA AEHEXHbIX CPEeACTB NyTEM 3aB/IAZEHMNA PEKBU3UTAaMM BAHKOBCKMX MATEMKHbIX
KapT - CT. 212 (XMLieHMe UMyLLecTBa NyTeM MoaudmKaLmMM KOMMbIOTEPHOM MHdOPMaLmMK) YrosnoBHOro
KoaeKca Pecny6amkn benapych.

MoHUMaHME TOro, YTO TaKOe KWMGEPMpECTyrneHMe, KakuMe TuMbl KUMBeprnpecTynaeHui
CYLLEeCTBYIOT M KaK OT HMX 3alMUTMUTLCA, MOMOXKET BaM YyBCTBOBaTb Ce6A yBEpEHHee.

B 3ToM cTatbe NOAPOGHO pacCKa)Kem O TOM, YTO TaKoe KMGepnpecTynHOCTb, OT KaKUX Yyrpo3 u
KaK HY>XHO 3alMLLaTbCA, YTOObl 06ecneymnTb CBOK 6€30MacHOCTM B CETU MHTEPHET.

YTo Takoe KubeprnpectynieHue
KnbepnpectynieHne - 3TOo npecTynHas AeATeNlbHOCTb, LE/blo  KOTOpoM  siBAsieTcs
HENPaBOMEPHOE MCMO/Ib30BaHME KOMIMbIOTEPA, KOMMbIOTEPHOM CETM U/IM CETEBOrO YCTPOMCTBA.
BONbIIMHCTBO KMBEPNPECTYIN/IEHUIM COBEPLUAIOTCA KMBEPMNPECTYMHUKAMM MM XaKEpPamM,
KoTopble 3apabaTbiBaloT Ha 3TOM AeHbrn. KubepnpecTynHas [eATeNbHOCTb OCYLECTB/SETCS

oTAe/ibHbIMA TUaMUN NN OpraHM3alUNAMU.



HekoTopble KMGEPNPeCTYNHUKM O6bEeAMHAIOTCA B OpraHM30BaHHble Tpynmbl, WCMO/b3YHT
nepeaoBble MeToAbl M 06/71aZlal0T BbICOKOM TEXHWMYECKOM KBanudukauuen. Jpyrue - HauuHawolwue
XaKepbl.

Kn6epnpecTynHUKM peaKo B3/1aMblBaloT KOMMbIOTEPbI MO MPUYMHAM, HE UMEIOLIMM OTHOLLEHMA
K MOJIyYEHUIO NPUOBINN, HANPUMEP, NO MOJIMTUYECKUM UM JINYHBIM.

Tunbl KWGepnpecTynaeHum
BOT HECKO/IbKO NMPUMEPOB Pas/IMYHbBIX TUMOB KMGEPNpPeCTynaeHWN:
e MOLEHHNYECTBO C 3/IEKTPOHHOM MOYTOM M UHTEPHET-
MOLLEHHUYECTBO;
e MOLIEHHMYECTBO C MCMNOJIb30BAHMEM JIMYHBIX AAHHbIX
(Kparka M 3/I0HAMEpPEeHHOE WCMOJ/Ib30BaHUE JIMYHOM

UHdopMaLmn);

e Kpaxka prHaAHCOBbIX AAHHbIX MM AaHHbIX GAHKOBCKMX
KapT;

e Kpaxka 1 npogaxka KOpnopaTUBHbIX AaHHbIX;

e KubepwaHTax (TpeboBaHMe aeHer ans

npeaoTBpaLleHnsa KubepaTtaku);

e ATaku nporpamm-BbiMoraTenem (TMn KMbepLuaHTaxa);

o KpuntoarekuHr (MaMHMHr KPUNTOBAJIOThI C
MCMONb30BaHMEM YYXKMX pecypcoB 6e3 Begoma MX
BJlajenbLeB);

e KubepwnmoHax (HeCaHKUMOHMPOBAHHOE MoJly4YeHue
Z0CTyNa K AaHHbIM FOCYapCTBEHHbIX MM KOMMEPYECKMX OpraHu3aumi).

BOMIbLUIMHCTBO KMGEPNPECTYNIEHUIM OTHOCMTCA K OAHOM M3 ABYX KaTeropmi:
o KpvMWHanbHasa aeAaTenbHOCTb, Liesblo KOTOPOM ABAAIOTCA CAMM KOMMbIOTEpb;
e KpuMMHaNbHaA AeATeNbHOCTb, B KOTOPOM KOMMbIOTEPbI MCMOJb3YHTCA AN COBEpPLUEHMA

APYrUX NPeCTynIEHUN.

B nepBoM cnyyae NpecTynHUKM MCMOb3YOT BUPYChI M ApYrMe TWrMbl BPELOHOCHBIX MPOrpamMM,
YTOGbI 3apasuTb KOMMbIOTEPLI M TaKMM 06pa3om NOBPEAUTb MX MJIM OCTAHOBUTb MX paboTy. TaKKe C
MOMOLLbIO 3/I0BPEZIOB MOXKHO YAANATb MU MOXMLILATb AaHHbIE.

Kn6epnpecTynieHus, B pesysbTaTe KOTOPbIX BJaje/bLbl YCTPOMCTB HE MOTYT MOJ/Ib30BaThCA
CBOMMM KOMMbIOTEPAMM MM CETbIO, a KOMMAaHMM - MpeAoCTaBNsATb MHTEPHET-YC/IyrM CBOUM
K/IMEHTaM, Ha3blBaeTCs aTaKoM OTKasa B 06cnyuBaHmu (DoS).

Kn6epnpecTynieHns BTOPOM KaTeropuMm MCMOJb3YHOT  KOMMbIOTEPbl WM CETM  ANS
PacnpocTpaHeHWs BPEAOHOCHbIX MpOrpaMM, HenerasbHoM WHGOPMaUMM UM HepaspeLUEeHHbIX
M306parKEHUN.

MHoraa 310yMbIWIEHHMKM MOTYT COBMELLATb 06e KaTeropmu kubepnpectynienmi. CHavana
OHM 3apakaloT KOMMbIOTEPbI BUPYCaMM, @ 3aTEM MCMOb3YHOT UX AJ1A pacnpoCcTpaHeHMs BpeAOHOCHOMO
MO Ha Apyrve MalumHbl UM Mo BCEM CETMH.



Kn6epnpecTynHuKM MOTyT TaKMKe BbIMOMHATbL TaK HasblBaeMylo aTaky C pacrnpefefieHHbIM
oTKa3om B o6cnyxkmBaHuM (DDos). OHa noxoxa Ha DoS-aTaKy, HO ANs ee NpoBeAeHUA MPecTYNHUKK
MCMOJIb3YOT MHOXXECTBO CKOMNPOMETMPOBAHHBIX KOMIMbIOTEPOB.

MpuMepbl KMGeprnpecTynieHUH

PaccMoOTpMM pe3oHaHCHbIe NMpMMepbl pa3/IMyHbIX TUMOB KMbepaTak:

1. ATakM ¢ ucnonb3oBaHueM BpegoHocHoro M0

ATaka C MCnoib3oBaHWMEM BpeaoHOCHOro MO - 3TO 3aparKeHWE KOMIMbIOTEPHOM CMCTEMbI MK
CeTU KOMMbIOTEPHBIM BUPYCOM MW APYrMM TUNOM BpegoHocHoro M10.

KoMnbloTep,  3apakeHHblM  BPEAOHOCHOM  MPOrPamMMoOM,  MOXET  WMCMOJIb30BaTbCH
3/10YMbILLZIEHHUKAMM A8 AOCTUXKEHUA pasHbiX Lener.K HUM OTHOCATCA Kparka KOH(UAEHLMaNbHbIX
JaHHbIX, WCMONIb30BaHWME KOMMNbIOTEPA AN COBEPLIEHWUS APYrMX MNPecTynHbIX AeMCTBUMA MU
HaHeceHue yuepba AaHHbIM.

M3BECTHbBIM MMPOBbLIM MPUMEPOM aTaKM C UCMO/Ib30BaHUEM BpeaoHOCHoro MO aABnaeTcA ataka
BoiMoratena WannaCry, cnyumBwasnaca B mae 2017 roga.Ransomware- 3710 TMn BpegoHocHoro [0,
KOTOPbIM MCMO/Ib3yeTcsa A/A MOJlyYeHMsA AeHer B 06GMeH Ha pa36/ioKMpoBaHMe YCTponcTBa/danios
)eptBbl. WannaCry - 3TO TMM NporpamMMm-BbIMOraTesiel, KoOTopble WMCMOb3YT  YA3BUMOCTb
komnbtotepoB Windows.eptBamn WannaCry ctanm 230 000 komnbtotepoB B 150 cTpaHax mwupa.
Bnasenbubl 3a610KMpOBaHHbIX (Dal/I0B OTMPaBM/IM COOBLUEHME C COrJIaCMEM 3amniaTUTb BbIKYN B
kpuntoBantote BitCoin 3a BocCCTaHOBNEHWE JOCTyNna K CBOMM JaHHbIM.DWHaHCOBble noTtepu B
pe3synbTarte geatenbHoct WannaCry oueHuBalTCA B 4 MUAMapAa A0/11apoB.

2. OrwmHr

®OuWKMHroBas KamnaHWMa - 3TO MacCOBasi PaAcCbl/IKa CMam-COOBLUEHMM WM ApyruxX (opm
KOMMYHMKaLMK C Lie/bto 3aCTaBMTb NoJlyvyaTenen BbIMOJHUTL AEMUCTBMA, KOTOpble CTaBAT MoJ Yrposy
MX JIMYHYI0 6€30MacHOCTb MM 6e30MacHOCTb OpraHu3aumM, B KOTOPOM OHM pa6oTatoT.CooblieHns B
(PUWMHIOBOM pacchiIKe MOTyT CoAeprkaTb 3aparKEHHble BJIOXKEHMS WMAM CCbUIKM HA BPEAOHOCHble
cautbl. OHM TakKe MOryT MpocuTb MNoayvyaTens B OTBETHOM MMCbME  MPeAoCTaBUTb
KOHMUAEHUMANIbHYIO MHbOpMaLUIo.

M3BECTHbIM NPUMEP (PULLIMHI-MOLIEHHMYECTBA NPOM30LLIEN Ha YemnuoHaTe Mupa no ¢yT6osy B
2018roay. Mo wmHdboOpMauumn InC, @ULWMHIOBbIE 3/IEKTPOHHbIE MMCbMa paccbinanmcb yTO0AbHbIM
daHaTam.

B 3TMX nUCbMax 3/10yMbIWIEHHUKM NPUBAEKANN GONENbMKOB (asblUMBbIMK GecnaaTHbIMU
noesskamm B MOCKBY Ha YemnuoHaT mmpa.y ntoaen, KoTopble NPOXOAMM MO CCbIJIKE B COOBLLEHMSX,
6bl/IM YKpaeHbl JIM4HbIE AaHHbIE.

Apyror TMn OUILMHIOBOM KaMNaHMM M3BECTEH KaK LesieBoM (UILMHI. MOLIEHHUKM MbiTaloTCA
06MaHyTb KOHKPETHbIX JtoAeM, CTaBA Mo Yrposy 6e30MacHOCTb OpraHusaumu, B KOTOPOWM OHM
paboTaloT.B oT/iMuMe OT MacCoBbIX HenepCoOHUMUUMPOBAHHBIX (DULIMHIOBbLIX PACCbIZIOK COOOLEHMA
ANS ueneBoro MlMHra Co3ZalTca Tak, YTO6bl Y MoJlydaTeNis He BO3HMK/IO COMHEHMM, YTO OHM
OTNpaB/ieHbl M3 HAAEXKHOIO UCTOYHWUKA, HaNnpUMep, OT FreHepasibHOro AMpeKTopa Mau IT-MeHeaxkepa.

3. PacnpepenéHHble aTaku TMNa «0TKa3 B 06CY>KMBaAHUM>


https://www.inc.com/will-yakowicz/biggest-email-phishing-scams-2018.html

PacnpepeneHHble aTakM Tuna «OTKa3 B 06CHyXuBaHuMM» (DDoS) - 310 TMN KWbepaTaku,
KOTOPYIO 3/10YMbILUJIEHHUKM MCMONb3YIOT ANA B3/lOMA CUCTEMbI MU ceTu. MHorda ana 3anycka DDoS-
aTaK MCMoJib3yrTCA NoAKAYEHHble ycTponcTBa loT (InternetofThings - MHTepHeT Bellek).

DDoS-aTaka neperpysaetr CUCTEMY OO0JbLUMM KONMYECTBOM 3aMpoOCOB Ha MOAK/OYEHME,
KOTOpble OHa paccbiiaeT Yepes OAUH M3 CTaHAAPTHBIX MPOTOKOJIOB CBA3M.

KnbepLliaHTaKMCTbl MOFYT MCNosib3oBaTb yrpo3dy DDoS-ataku ans nonydenua geHer. Kpome
Toro, DDOS 3anycKkaloT B KayecTBe OTBJIEKAOLWEro MaHeBpa B MOMEHT COBEpLUEHMA ApYyroro Tuna
KubepnpecTtyniaeHus.

M3BecTHbIM mnpumepoM DDoS-aTaku sABnseTcA aTaka Ha Be6-canT HauuoHanbHOM noTepen
Benuko6bputanum B 2017 roay. Pe3synbTatoM cCTano OTKAYEHME Beb-camMTa M MOBWMJIbHOMO
NPUNOKEHUA IOTEPEN, YTO HE MO3BOIMIO rpaXkaaHam BennkobpmtaHnm urpatb.

Kak He cTaTb }XepTBOM KMbepnpecTynieHus

Tenepb, NOHMMasA, KaKylo yrposy npeacTaBasieT KMO6eprnpecTynHOCTb, BCTaeT BOMPOC O TOM,
KaK Hanay4wmm 06pa3omM 3alMTUTb Balll KOMMbIOTEP M JIMYHbIE JaHHbIE?

Cnepgytowme coBeTbl NOMOryT 06e30MacmTb ce6a M COXpaHUTb Bawm geHbru:

1. PerynapHo o6HoBAaaNTe MO 1 onepaunoHHYI0 CUCTEMY

MocTosHHOE O6GHOB/JIEHME MPOrpaMMHOr0  OGecrneyvyeHMsa U OnMepaumMoOHHOM  CUCTEMbI
rapaHTMpyeT, 4YTo ANS 3aliMTbl Ballero KOMMbHTEpa MCMOJb3YOTCA HOBEWMWME MCMpPaB/EHUS
6€e30nacHOCTM.


https://www.welivesecurity.com/2017/10/02/uk-national-lottery-ddos-attack/
https://www.welivesecurity.com/2017/10/02/uk-national-lottery-ddos-attack/

2. YctaHoBuTe aHTHBMPYCHOe MO u perynspHo ero o6HoBAAMTE
Mcnonb3oBaHWe aHTUMBMPYCA MM KOMIJIEKCHOrO pelleHus AN 06ecrneyeHuss MHTepHeT-
6e30MacHOCTU,- 3TO MpaBWJIbHbIM CMOCO6 3alWMTMTb Bawy CUCTEMY OT aTtak.AHTuBMpycHoe [10
no3BossieT NpoBepATb, 06HAPYXMBAThb M YAaNATb Yrpo3bl 40 TOro, Kak OHM Co34aayT npo6aemy. OHO
MOMOraeT 3alMTMTb Ball KOMMbIOTEP M BallM JaHHble OT KM6epnpecTynHUKoB.Ecam Bbl Mcnonb3yeTe
aHTUMBUPYCHOE MpPOrpaMMHOe obGecrneyeHne, perysisipHo O6GHOB/AMTE ero, 4YTo6bl o06ecnevnTb
HaMYYLWMIA YPOBEHDb 3aLLMTI.

3. Ucnonb3yuTe CNOXKHbIE Napo/u
Mcnonb3yiTte CNoxHble Naposiu, KoTopble TpyAHO nogobpaTtb, M, MO BO3MOXKHOCTU, HUTAE MX
He 3anucbiBalTe, 0COGEHHO B LUMPPOBOM BuAe. MOXKHO BOCMO/Ib30BATbCA YCAYroM HAZEKHOro
MeHeaXepa naposiel, KOTOpbIM 06/MerynT BaM 3ajady, NPeANoKMB CreHEPUPOBAHHBIM UM CJIOXKHbIN
naposb.
4. He oTKpbiBaMTe B/IOXKEHMSA B 3/IEKTPOHHbIX CMam-COO6LLEHMAX
Knaccuuecknit cnocob 3aparkeHWs KOMMbIOTEPOB C MOMOLLbIO BPEAOHOCHbIX aTak U ApYrux
TUNOB KWGEPNPECTYN/IEHUM - 3TO BJIOKEHMA B I/IEKTPOHHbIX CrMam-cooblieHnsx. HuKkorga He
OTKPbIBaMTE B/IOKEHWE OT HEM3BECTHOIO BaM OTMPaBUTENS.
5. He Ha)xxMMa#Te Ha CCbIJIKM B /IEKTPOHHBIX CNam-COOBLLEHMAX U Ha canTax, KoTopble Bam

He 3HaKOMbl
Ewe oaMH cnoco6, MCMo/ib3yemblii KMGEpnpecTyrnHMKaMM AN 3apaXkeHMs KOMMbOTEpPOB
nosib3oBaTesier, - 3TO BPEAOHOCHbIE CCbUIKM B CMAMOBbLIX 3/IEKTPOHHbIX MUCbMAx MM ApYrux

COOBLLEHMSAX, a TaKXKe Ha HE3HAKOMbIX BEG-CcanTax. He npoxoaute no 3TMM CCblIKam, YTo6bl He CTaTb
YKEpPTBOW MHTEPHET-MOLLEHHUKOB.
6. He npepoctaBnsamte nunYHylo MHbOpMauMio, He yb6eaMBLUMCb B 6€30MacHOCTM KaHaja
nepegayu
Hukoraa He nepeaaBainTe IMYHbIE AaHHbIE NO TeNedOoHy MM NO SNEKTPOHHOM NoYTE, €C/IU Bbl
He yBepeHbl, YTo TenedoHHOe COeAMHEHME UM SNEKTPOHHAA NoYTa 3alMLleHbl. YoeamnTecb, YTO Bbl
[AENCTBUTE/IbHO FOBOPUTE UMEHHO C TEM YEJIOBEKOM, KOTOPbIM Bam HYKEH.
7. CBAXKMTeCb HaNpAMYIO C KOMMAHUEN, €C/IM Bbl NOJYUYUIU NOAO3PUTENbHDbIM 3anpoC
Ecnm 3BOHAWMM MpPOCMT Bac NpPeAoCTaBUTb KaKMe-IM60 AaHHble, MONOXKUTE TPY6KY.
Mepe3BOHMTE B KOMMAHMIO HanMpsMyld MO Homepy TenedoHa Ha ee odMUMaNbHOM CaMTe, M
ybeautecb, 4YTO BaM 3BOHW/M HE MOLLEHHMKM.KenaTteslbHO MONb30BaTbCA, MPU 3TOM, APYrUM
TenedoHOM, MOTOMY YTO 3/IOYMbIWJIEHHMKM MOFYT OCTaBaTbCA Ha JIMHUKU: Bbl byaeTe AyMaTb, YTO
Habpanu HOMep 3aHOBO, a OHM BYyAYT OTBEYaTb AKOGbI OT MMEHM 6aHKa MM APYroM OpraHMsaumm, C
KOTOPOM, MO BalleMY MHEHMIO, Bbl pa3roBapMBaeTe.
8. BHMMaTenbHO npoBepAMTe agpeca Be6-caMToOB, KOTOpbIe Bbl NocellaeTe
O6paliante BHMMaHWe Ha URL-aapeca canToB, Ha KOTOpPbIE Bbl XOTUTE 3aMTU. Y6eamuTech, 4To
OHW BbIFNIAAAT NErMTUMHO. He nepexoaute Mo CCbiIKaM, COAEP’KALMM HE3HAKOMble MM Ha BUA
cnamoBble URL-agpeca.Ecam Baw npoayKT ana obecneyeHuA 6e30MacHOCTU B CETU WMHTEpHeT
BKJIIOYAET PYHKLMIO 3alMTbl OHJIaMH-TPaH3aKLUMM, Y6eauTeChb, YTO OHa aKTMBMPOBAHA.
9. BHMMaTenbHO NpocMaTpuBalTe CBOM GAHKOBCKME BbIMMCKU



Hawu coBeTbl AOIKHbI MOMOYb BamM He CTaTb )KepTBOl\;i KM6epI'IpeCTyI'IHMKOB. Ho ecau Bce e
3TO C/Iy4YMNIOCb, Ba*XHO MOHATb, KOrga M KakK 3TO I'IpOIABOLLIﬂO.ﬂpOCMaTPMBaI\;iTe BHMMaTEJ/IbHO CBOM
GaHKOBCKME BbINMUCKN U 3anpau1MBal71Te B 6aHKe MHq)OpMaLIMIO Mo Nt06bIM HE3HAKOMbIM TpaH3aKUMAM.
baHK MOXeT NpoBepUTb, ABJIAKTCA I OHU MOLLEHHUYECKMMM.

Tenepb Bbl NOHMMaeTe, KaKyl Yrposy NpeAcTaB/slT KMGEepnpecTynHMKM, U 3HaeTe, KaKk oT
Hee 3aLUTUTBCS.

YnpasaeHue «K»
MBA Pecnebauvkn beaapych NpeAynpexaaeT:

TTepcoHansHbIe AaHHbIe!
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TTpectynneHrue B cetu!




